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PURPOSE

The purpose of this policy is to regulate the management and operation of video surveillance systems (CCTV) at
schools managed by Learning Academies Trust (Annex A), hereafter referred to as the ‘Trust’. It also serves as a
notice and guide to data subjects (including pupils, parents, staff, governors, volunteers and visitors to school sites
(including members of the public) regarding their rights in relation to personal data recorded on any Trust site.

This policy has been designed to have regard to the requirements of the Surveillance Camera Code of Practice as set
out by the Home Office in 2013 and associated guidance provided by the Commissioner. The code was most recently
updated in January 2022, details can be found at: Surveillance Camera Code of Practice (publishing.service.gov.uk)

Each CCTV System is administered locally by individual school sites and managed by the Trust. The Trust acts as the
Data Controller for all Trust sites for the purpose of data protection legislation.

This Policy will be subject to review from time to time and should be read with reference to the Trust Privacy
Notice(s). For specific information relating to data protection rights and responsibilities please review the
Information Commissioner's video surveillance guidance at: Video surveillance (ico.org.uk)

Definitions within this policy:

“System Operator” — person or persons that take a decision to deploy a surveillance camera system, and/or are
responsible for defining its purpose, and/or are responsible for the control of the use or processing of images or
other information obtained by virtue of such system.

“System User” — person or persons who may be employed or contracted by the system operator who have access to
live or recorded images or other information obtained by virtue of such system.

“Commissioner” is the role undertaken by the Surveillance Camera Commissioner, as set out in Protection of
Freedoms Act 2012. To encourage compliance with the Surveillance Camera code of practice, it is the function of the
Commissioner, appointed by the Secretary of State, to provide information and advice on all matters within the code
relevant to surveillance camera systems.

The Trust's purposes of using the CCTV system are set out below and, having fully considered the privacy rights of
individuals as set out in legislation, the Trust believes these purposes are all in its legitimate interests. Data captured
for the stated objectives will not be used for any commercial purpose.

1. OBJECTIVES OF THE SYSTEM
1.1. To protect pupils, staff, volunteers, visitors and members of the public with regard to their personal safety.

1.2. To protect the site buildings and equipment, and the personal property of pupils, staff, volunteers, visitors and
members of the public.

1.3. To support the police and wider community in preventing and detecting crime, and assist in the identification
and apprehension of offenders.

1.4. To monitor the security and integrity of the individual site including but not limited to deliveries, site use
outside normal working hours, and site visitors.

1.5. To support the health, safety and wellbeing of our pupils, staff and onsite contractors.
1.6. To monitor and uphold discipline among pupils in line with the individual site pupil behaviour policy.

1.7. To support the process of managing allegations against staff, pupils and other members of the school
community as defined in DfE statutory guidance Keeping Children Safe in Education (KCSIE).
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2. POSITIONING

2.1. Camera locations have been selected, both inside and out, that the individual site reasonably believes require
monitoring to address the stated objectives.

2.2. Adequate signage has been placed in prominent positions to inform staff, pupils, parents, volunteers, visitors
and members of the public that they are entering a monitored area, identifying the Trust as the Data Controller
and giving contact details for further information regarding the system.

2.3. No images will be captured from areas in which individuals would have a heightened expectation of privacy,
including staffrooms, changing and toilet facilities.

2.4. No images of external public spaces or neighbouring properties will be captured except to a limited extent at
site entrances.

2.5. The location of cameras will be regularly reviewed by the system operator to ensure that systems continue to
meet the stated objectives of this policy.

3. MAINTENANCE
3.1. The CCTV system will be operational 24 hours a day, every day of the year on each Trust site.

3.2. The system operator at individual sites will check and confirm that the system is properly recording, images are
of a suitable quality and that cameras are regularly checked and functioning correctly.

3.3. The CCTV system will be checked and (to the extent necessary) serviced regularly.

4. SUPERVISION OF THE SYSTEM

4.1. System users authorised by the individual school system operator to conduct routine supervision of the system
may include IT teams, senior leaders and relevant staff with appropriate authority.

4.2. Images will be viewed and/or monitored in a suitably secure and private area to minimise the likelihood of, or
opportunity for access to images by unauthorised persons.

5. STORAGE OF DATA

5.1. The day-to-day management of images will be the responsibility of site system operator, or such suitable person
as the site system operator shall appoint in his or her absence.

5.2. Images are stored securely for 31 days. Requests for access to CCTV images must be received within this time
period.

5.3. Images will be automatically over-written unless the individual site considers it reasonably necessary for the
pursuit of the objectives outlined above, or if lawfully required by an appropriate third party such as the police
or local authority to retain images beyond the stated retention period.

5.4. Where such data is retained beyond the standard retention period, it will be retained in accordance with the
relevant legislation and the Trust Data Protection Policy. Information including the date, time and length of the
recording, as well as the locations covered, groups or individuals recorded and authority for retention will be
listed in the system logbook.

6. ACCESS TO IMAGES

6.1. Access to stored CCTV images will only be given to authorised persons, under the supervision of the system
operator, in pursuance of the above objectives (or if there is some other overriding and lawful reason to grant
such access).
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6.2. Individuals data subjects have the right to request access to the personal data the Trust holds on them (please
see the Trust Data Protection Policy), including information held on the CCTV system, if it is available. The Trust
will require specific details including Trust site, the time, date and camera location before it can properly
respond to any such requests (Annex B). This right is subject to certain exemptions from access, including in
some circumstances where others are identifiable.

6.3. The system operator must be satisfied of the identity of any person wishing to view stored images or access the
system and the legitimacy of the request. The following are examples when the system operator may authorise
access to CCTV images:

6.3.1. Where required to do so by the Chief Executive Officer, a Senior Leader on site, the Data Protection
Officer, the Police or some relevant statutory authority;

6.3.2. To make a report regarding suspected criminal behaviour;

6.3.3. To enable the site Designated Safeguarding Lead or his/her appointed deputy to examine behaviour
which may give rise to any reasonable safeguarding concern;

6.3.4. To assist school leadership in establishing facts in cases of unacceptable pupil behaviour or
management of a particular incident;

6.3.5. To inform data subjects (or their legal representatives) pursuant to a subject access request under
relevant data protection legislation and on the basis set out in 7.2 above;

6.3.6. To assist the Trust's insurance company where required in order to pursue a claim for damage done
to insured property; or

6.3.7. In any specific circumstances required under legislation or regulation.

6.4. Where images are disclosed under 7.3 a record will be made in the system log book including the person
viewing the images, the time of access, the reason for viewing the images, the details of images viewed and a
crime incident number (if applicable). The system log will be made available to the commissioner on request.

6.5. Where images are provided to third parties under 7.3 above, all practicable steps will be taken to obscure
images of non-relevant individuals.

7. OTHER CCTV SYSTEMS
7.1. Individual sites may be provided with images of incidents by third parties where this in line with the objectives
of the Trust’s CCTV policy and/or its individual sites polices as appropriate.

7.2. Many pupils travel to Trust sites on coaches provided by third party contractors and a number of these coaches
are equipped with CCTV systems. Use of these images are governed by the company policies and may be
provided to individual sites to assist in establishing facts in cases of unacceptable pupil behaviour, in which case
the data subject and/or parent/guardian will be informed.

8. COMPLAINTS AND QUERIES

8.1. Any complaints or queries in relation to the Trust’s use of CCTV or the systems in use at individual sites should
be referred to the Headteacher at the individual site in the first instance.

8.2. Any complaints or queries in relation to the Trust’s CCTV policy or the application of the policy at any individual
Trust site should be referred to the Data Protection Officer in the first instance via dpo@|earningat.uk.
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Annex A - Schools managed by Learning Academies Trust

School

Premise

Elburton Primary School

Haye Road South, Elburton, Plymouth, PL9 8H)

Ford Primary School

Cambridge Road, Plymouth, PL2 1PU

High View School

Torridge Way, Efford, Plymouth, PL3 6JQ

Hooe Primary Academy

Hooe Road, Hooe, Plymouth, PL9 9RG

Hyde Park Infant/Junior School

Hyde Park Road, Plymouth, PL3 4RS

Knowle Primary School

Ringmore Way, West Park, Plymouth, PL5 3QG

Mayflower Community Academy

Ham Drive, North Prospect, Plymouth, PL2 2NJ

Mount Street Primary School

Mount Street, Greenbank, Plymouth, PL4 8NZ

Mount Wise Primary School

James Street, Devonport, Plymouth, PL1 4LA

Plaistow Hill Primary School

Roman Way, St Budeaux, Plymouth, PL5 2DT

Pomphlett Primary School

Howard Road, Plymstock, Plymouth, PL9 7ES

Prince Rock Primary School

Embankment Road, Plymouth, PL4 9JF

Salisbury Road Primary School

Salisbury Road, St Judes, Plymouth, PL4 8QZ

Shakespeare Primary School

Honicknowle Lane, Honicknowle, Plymouth, PL5 3JU

Victoria Road Primary School

Trelawney Avenue, St Budeaux, Plymouth, PL5 1RH

Widewell Primary School

Lulworth Drive, Widewell, Plymouth, PL6 7ER

Woodfield Primary School

Taunton Avenue, Whitleigh, Plymouth, PL5 4HW
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Annex B — CCTV footage access request

The following information is required before the Trust can provide copies of, or access to CCTV footage which a
person believes they may be identified.

Please note that CCTV footage may contain personal data that relates to others that the Trust as data controller is
required to protect. Learning Academies Trust individual sites automatically delete CCTV recordings after 31 days.

Your name:

Address: Proof of ID may be required.

Contact Email:

Contact Phone:

Pupil name:

Please provide your name, address and contact details. If requesting access to an image of a pupil for whom you
have parental responsibility, please provide details of their name above. The Trust may be required to obtain the
consent of a pupil before sharing information in line with the requirements of data protection legislation.

Please state which
School: .
school you are requesting.
Location of Please state the exact
camera: location within the site.
Date of footage CCTV footage is retained for
sought: 31 days on Trust sites.
Approximate time: A time period will enable the
(give a range if system manager to identify
necessary) the footage required.
The retention period for CCTV
B o A images /s.shor.t. .Requests may
be declined if images have
already been deleted.
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